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Preface

Preface
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This specification is meant to describe one approach to TPM integration on Arm systems, namely firmware-based
TPM integration.

About this document

This document describes TPM service firmware in terms of an interface based on the TCG TPM
Command-Response Buffer interface and the Arm Firmware Framework for A-profile.

Using this document
This document consists of informative and normative sections, as follows:

 Chapters 1,2,7, the Glossary and the Appendix provide auxiliary information;
* Chapter 3 - 6 specify the TPM service interface.

Copyright © 2025 Arm Limited or its affiliates. All rights reserved. vii
Non-confidential



Preface
Conventions

Conventions

Typographical conventions
The typographical conventions are:
italic
Introduces special terminology, and denotes citations.
monospace
Used for assembler syntax descriptions, pseudocode, and source code examples.

Also used in the main text for instruction mnemonics and for references to other items appearing in
assembler syntax descriptions, pseudocode, and source code examples.

SMALL CAPITALS

Used for some common terms such as IMPLEMENTATION DEFINED.

Used for a few terms that have specific technical meanings, and are included in the Glossary.
Blue text

Indicates a link. This can be

¢ A cross-reference to another location within the document
* A URL, for example http://developer.arm.com

Numbers

Numbers are normally written in decimal. Binary numbers are preceded by 0b, and hexadecimal numbers by 0x.
In both cases, the prefix and the associated value are written in a monospace font, for example 0xFFFF0000. To
improve readability, long numbers can be written with an underscore separator between every four characters, for
example OxFFFF_0000_0000_0000. Ignore any underscores when interpreting the value of a number.
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Additional reading

Additional reading
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This section lists publications by Arm and by third parties.

See Arm Developer (http://developer.arm.com) for access to Arm documentation.
[1] TCG PC Client Platform TPM Profile Specification for TPM 2.0. (version 1.05, revision 14) Trusted
Computing Group.

[2] DENO0077A Arm Firmware Framework for Arm A-profile. (version 1.3) Arm.

[3] Trusted Platform Module Library Specification. (family “2.0,” level 00, revision 01.83) Trusted Computing
Group.

[4] TCG ACPI Specification. (version 1.4, revision 15) Trusted Computing Group.

[5] A Universally Unique IDentifier (UUID) URN Namespace. IETF - Network Working Group.
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Preface
Feedback

Feedback

Arm welcomes feedback on its documentation.

Feedback on this book

If you have comments on the content of this book, create a ticket at https://support.developer.arm.com.
As part of the ticket, include:

* The title (TPM Service Command Response Buffer Interface Over FF-A).
¢ The number (DENO0138 v1.0 EAC).

* The section name to which your comments refer.

* The page numbers to which your comments refer.

* The rule identifiers to which your comments refer, if applicable.

* A concise explanation of your comments.

Arm also welcomes general suggestions for additions and improvements.

Note

Arm tests PDFs only in Adobe Acrobat and Acrobat Reader, and cannot guarantee the appearance or behavior
of any document when viewed with any other PDF reader.
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Chapter 1
Introduction

Arm platform implementors may wish to implement a TPM where access to the TPM is mediated through firmware
in TrustZone using a TCG-compliant TPM interface. See example in Figure 1.1 below. This approach provides
several benefits:

* For discrete TPM chips, abstracts bus specific details such as bus type (SPI, I12C), bus controller, and chip
selects away from the OS. This allows a single TPM driver in the OS to support many implementations.

* Allows firmware to deal with platform limitations, such the TPM and flash devices sharing a SPI bus where
access must be arbitrated

* Allows TPM implementations such as a firmware TPM, where the underlying implementation of the TPM is
transparent to the OS

* Allows protection of Locality 4 from the Normal World

DENO0138 Copyright © 2025 Arm Limited or its affiliates. All rights reserved. 11
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Chapter 1. Introduction

Non-Secure ! Secure
! FF-A based
App App | service
FF-A secure

partition manager

Secure Monitor

SoC

Figure 1.1: TPM access mediated through firmware

A TPM client and a firmware-based TPM service interact using a TCG compliant Command Response Buffer (CRB)
interface in shared memory. The architecture and semantics of the CRB are defined in the TCG PC-Client-Platform
TPM Profile (PTP) specification [1]. This document assumes a TPM service based on the Arm Firmware
Framework for A-profile (FF-A) [2]. With this approach the CRB shared memory region is implemented in RAM,
and a signaling mechanism is needed to enable the TPM client and TPM service to notify each other when updates
to the CRB occur.

This document specifies:

¢ An FF-A based ABI to allow a TPM client to send notifications to a TPM service and receive notifications
from a TPM service

* Considerations for implementing an FF-A based TPM service interface that is compliant with the CRB

defined in the TCG PTP
* Considerations for implementing a TPM client interacting with an FF-A based TPM service compliant to this
document
DENO0138 Copyright © 2025 Arm Limited or its affiliates. All rights reserved. 12
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Chapter 1. Introduction
1.1. Technical background

1.1 Technical background

The TPM interface for software

A Trusted Platform Module or TPM is a system component that can be used to help establish, enforce, and attest to
the integrity of a system. A standard interface to a TPM defined by TCG is the CRB interface [1].

The following is the general usage model of the CRB for sending TPM commands:

1. Software writes a TPM command to the Command Buffer

2. Software notifies the TPM that a command is ready to be processed by writing a control bit. If a CRB is
implemented in RAM an out-of-band signaling mechanism is required to notify the TPM that the control bit
has been updated.

Software waits for the TPM to process the command by polling a status bit, or expects a related CRB interrupt
TPM processes the command from the Command Buffer and writes the result to the Response Buffer

TPM signals that command processing is complete by writing the status bit that the software is polling

If software configured the CRB interrupt, the TPM notifies the software that command processing is complete
by raising the interrupt

7. Software reads the TPM response from the Response Buffer

ok W

The complete TPM interface consists of multiple instances of the CRB interface such that each can be assigned to
different software components through platform memory-protection and/or virtual-memory mechanisms. Individual
CRB interfaces provide differing capabilities to access the TPM functionality. The CRB interfaces are collectively
referred to as CRB localities. The CRB localities associate with the TPM localities, which decentralise some
TPM functionality into notional Locality O .. Locality 4, where Locality 4 is typically accessible only to a
highly-privileged entity. CRB Locality 4 must not be accessible to untrusted software entities such as the OS. !

Figure 1.2 shows the relationship between TPM localities and software components that map and use a CRB
corresponding to those localities.

Software Layers Non Secure Address Space TPM Davice
Untrusied OS5 Can Access. c
ontrol | Data Buffer i
Low Privilege Maps to Locality @_ |
Can Access » Control | Data Buffer Maps to Locality 1___ |
T Ty
Hypervisor { Secure 05 Can Access »| Control | Data Buffer Maps to Locality 2 »{  TPM Localities 0.4
Higher Priviiege
Can Acogss »{ Control | Data Buffer Maps to Locality 3
Secure Address Space
Secure Firmware Can Accass »{ Control | Data Buffer |—{—Maps to Locality 4

Highest Privilege

Figure 1.2: Relationship of TPM localities to CRBs and software components

I'This description applies to the TPM interface specified by the TCG PC-Client-Platform TPM Profile Specification [1].
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Chapter 1. Introduction
1.2. Overview of this specification

1.2 Overview of this specification
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The FF-A TPM Start Method is an FF-A direct message sent to a TPM service. The purpose of a TPM service is
to implement a TCG-compliant TPM [3] which receives TPM commands and returns TPM responses.

The features that the TPM service must have are described in Chapter 2.
* Section 2.1 describes the TPM service CRB interface.

 Section 2.2 describes the FF-A message that a TPM client uses to notify the TPM service of updates to the
CRB.

* Section 2.3 describes FF-A notifications that the TPM service can use to notify a TPM client of events.

* A client must determine compatibility with the TPM service, and must know the FF-A ID of the TPM
service and the memory address of the CRB locality required. Section 2.4 describes the function ABI version
compatibility and extension scheme.

Chapter 3 specifies how clients access the TPM service CRBs and how to use FF-A direct messages to access the
TPM service’s functions.

Chapter 4 specifies the structure of the TPM service CRBs, which form the TPM service CRB interface.
Chapter 5 specifies the interface through which the service may send a notification to a client.

Chapter 6 specifies the complete TPM service function interface.

Chapter 7 provides TPM service implementation considerations.

An overview of the TPM2 CRB protocol over FF-A is depicted in Figure 1.3, below.

Note: Figure 1.3 assumes the TPM is in the “Ready” state and does not depict the “Idle” state.

Copyright © 2025 Arm Limited or its affiliates. All rights reserved. 14
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1.2. Overview of this specification
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Figure 1.3: Overview of the TPM2 CRB protocol over FF-A.

Copyright © 2025 Arm Limited or its affiliates. All rights reserved. 15
Non-confidential



Chapter 2
The TPM service

An FF-A based TPM service is firmware contained within an FF-A partition and is responsible for receiving TPM
commands and returning TPM responses. TPM clients interact with the service through two distinct interfaces:

* A TCG compliant Command Response Buffer (CRB) interface in shared memory. The architecture and
semantics of the CRB are defined in the TCG PC-Client-Platform TPM Profile (PTP) specification [1].

* A set of service functions accessed through the FF-A direct messaging ABI.

Figure 2.1 illustrates the TPM service interface.
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Chapter 2. The TPM service
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TPM service
FE-A F rjc_tio*n,_,;r
messaging calr Ry
FF-A Partition B data
CRB CRB CRB
Locality O Locality 1| « « « [Locality 4
memory memory memory

Figure 2.1: Representation of the TPM service interface defined by this specification.

The TPM service carries out its functions in an IMPLEMENTATION DEFINED way. TPM service implementations
might consist of a front-end tasked with read-writing the TPM service access interface and with driving a back-end,
which might in turn drive a discrete TPM, or itself implement the TPM in software.

The TPM service must execute within an FF-A partition, but where in the FF-A run-time, that is, under which
FF-A partition manager the TPM service FF-A partition executes is IMPLEMENTATION DEFINED.
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Chapter 2. The TPM service
2.1. TPM service command-response buffers

2.1 TPM service command-response buffers

DENO0138
v1.0 EAC

The TPM service receives TPM commands and returns TPM responses through a TCG-compliant
Command-Response Buffer interface [1].

The TPM service provides a CRB structure in a fixed RAM region for each TPM locality. Clients send TPM
commands and the TPM service returns TPM responses by accessing the CRB structures in memory in accordance
with the standard defined in the TCG PTP [1]. A summary of the CRB protocol is provided in the Introduction.

A firmware implementation allocates the RAM region for each CRB structure using knowledge of the platform
memory map. This allocation of physical RAM regions will typically be done statically prior to run-time.
Knowledge of the physical addresses of the CRB is required for the TPM service FF-A partition and client FF-A
partitions to declare access requirements to the RAM regions, enabling the FF-A framework to ensure run-time
access.

The TPM service CRB interface is specified by Chapter 4 TPM service CRB interface.

Copyright © 2025 Arm Limited or its affiliates. All rights reserved. 18
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Chapter 2. The TPM service
2.2. TPM start method

2.2 TPM start method
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When the TPM CRB is implemented in RAM a signaling mechanism is needed for clients to notify the TPM
service of updates made to fields in the CRB. This signaling mechanism is called the “Start Method” in the TCG
ACPI specification [4]. The TPM service start method is the FF-A TPM Start Method specified in this document.

The FF-A TPM Start Method is an FF-A direct message that is sent to the TPM service and that encodes the start
TPM service function call. The start function is specified by Section 4.3 The start notifier function, and the
start function ABI is specified in the TPM service function ABI section.

Copyright © 2025 Arm Limited or its affiliates. All rights reserved. 19
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Chapter 2. The TPM service
2.3. TPM service notifications

2.3 TPM service notifications
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TPM service notifications are an FF-A signaling method whereby client FF-A partitions can be notified about TPM
service events and therefore avoid polling the TPM service CRB interface. Client notification is an optional feature
of the TPM service.

If the TPM service has the client notification feature, client FF-A partitions may register for being notified of
TPM service events using an FF-A direct message that encodes the register_for_notification TPM service
function call.

TPM service events occur in connection to TPM operations initiated by an FF-A Start Method call. The client
controls which TPM service CRB events generate a notification by configuring the Interrupt Control register [1] in
the CRB. When it receives a notification, the client determines the TPM service event from the Interrupt Status
register in the CRB.

In addition to signaling TPM service CRB events, the TPM service may also signal a call-back request through a
client notification. The client’s call-back enables coordination between the TPM service and the Primary Scheduler
[2] when the TPM service does asynchronous processing. For example, a Secure World TPM service that processes
commands by offloading them to a TPM device with interrupt support for signaling completion of processing may
need to coordinate with the Primary Scheduler before processing TPM device interrupts.

The TPM service notifications signaling method is specified by Chapter 5 Client notification interface.

Copyright © 2025 Arm Limited or its affiliates. All rights reserved. 20
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Chapter 2. The TPM service
2.4. TPM service interface versioning

2.4 TPM service interface versioning

2.4.1 Client-service compatibility

Clients of the TPM service must check whether the TPM service is compatible with their supported version of the
interface before using the TPM service’s interface. A client can find out the version of the TPM service’s interface
using an FF-A direct message that encodes the get_interface_version TPM service function call.

A version of the interface is represented by a pair of integers, where the first integer is called the ‘major' version
and the second is called the ‘minor' version. The interface in this version of the specification is version (1, 0).

The following rules apply to the version numbering:
* Different major revision values indicate possibly incompatible functions. A newer major revision might:
— Introduce new functions
— Deprecate older functions
— Change behavior of existing functions

* For two revisions, A and B, for which the major revision values are identical, if the minor revision value of
revision B is greater than the minor revision value of revision A, then every function in revision A must work
in a compatible way with revision B. However, revision B can have a higher function count than revision A.

Hence the TPM service is compatible with a client if and only if its major version is equal to (=) the client's and
its minor version is greater or equal to (>) the client's.
2.4.2 Extending the TPM service function interface

Future versions of this specification may introduce new function ABIs, while particular client-service
implementations may wish to include implementation-defined function ABIs. This section specifies integer space
allocations to facilitate implementation-defined extension of the TPM service function interface.

Table 2.1: Allocation of the function ID space.

Function ID space (32-bit integer) Allocation

0x1fxXX_XXXX IMPLEMENTATION DEFINED function IDs.

The remainder Reserved for future versions of this specification.

Table 2.2: Allocation of the function status code space.

Function status code space (32-bit integer) Allocation

0x15xX_XXXX IMPLEMENTATION DEFINED function success status.

0x9exx_XXXX IMPLEMENTATION DEFINED function error status.

The remainder Reserved for future versions of this specification.
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Chapter 3
Accessing the TPM service

Clients access the TPM service's CRBs [1] in memory, as specified by Section 3.2 Accessing the TPM service
CRBs. The TPM service functions are accessed through FF-A direct messages and return FF-A direct responses, as
specified by Section 3.3 Accessing the TPM service functions.
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3.1 Discovery of the TPM service
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OS-level discovery of TPM service presence may occur through a mechanism unrelated to the FF-A, for example,
through the Start Method parameter of the TPM2 ACPI table [4]. However, clients are required to discover
additional TPM service information through FF-A, as this section describes.

Clients must know the TPM service's FF-A partition ID in order to transmit TPM commands to it, or to access any of
its functions. The TPM service's FF-A partition ID may be discovered through an FFA_PARTITION_INFO_GET
call that provides the TPM service's UUID as argument.

TPM service UUID:  17b862a4-1806-4faf-86b3-089a58353861

Under FF-A v1.2 or later, the message addressing mode required by the TPM service must be determined at the
time of service discovery; it is a TPM service implementation choice whether the service is addressed messages by
only the FF-A partition ID through FFA_MSG_SEND_DIRECT_REQ, or by both the FF-A partition ID and the
service UUID through FFA_MSG_SEND_DIRECT_REQ2.
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3.2 Accessing the TPM service CRBs
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Discovery of the CRB localities

High-privilege firmware defines platform-dependent CRB localities” physical addresses (PAs) such that they are
known ahead of run-time, as specified in Section 2.1 TPM service command-response buffers. This means that the
CRB localities may generally be discovered ahead of run-time.

The mechanism behind other firmware’s discovery of the CRB localities is IMPLEMENTATION DEFINED. Apart
from such IMPLEMENTATION DEFINED internal discovery mechanisms, firmware must continue to support its
external discovery interfaces, for example the standard OS-facing TPM2 ACPI table or the Device Tree.

Sharing and accessing the CRBs

Client FF-A partitions must know the PA spaces and the PAs of the CRB localities ahead of run-time, to declare
them as memory regions in their FF-A partition manifest so that the FF-A partition manager ensures the access.
Also the TPM service must declare the CRB localities as memory regions in its FF-A partition manifest, for this

purpose.

The clients and the TPM service must access the CRBs with the following memory attributes:

* the Device memory type; and
¢ the nGnRnE device memory attributes.

Note that Device-nGnRnE are also the default memory access attributes when address translation is disabled.

The clients and the TPM service must access the CRB localities in the correct PA space, as known ahead of
run-time or implied through the discovery mechanism.
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3.3 Accessing the TPM service functions

This section specifies the Arm-SMC template that clients must use to access the TPM service’s functions. The
SMC is a call to send an FF-A direct message to the TPM service.

If the message is delivered successfully, the SMC response is an FF-A direct message response from the TPM
service. The TPM service must send the FF-A direct message response back to the client using the SMC response
template specified by Table 3.3.

If the FF-A direct message delivery fails or its processing stalls, the SMC response is an error status returned by
the FF-A framework. If the FF-A direct message processing is paused by the TPM service, the SMC response is
an FF-A status returned by the TPM service. In either case, the SMC response is of the form shown in Table 3.4
and is specified in the FF-A specification [2].

Under run-time framework version FF-A v1.2 or later, the TPM service discovery may indicate that the service
must be addressed by the service UUID in addition to the FF-A partition ID. For such TPM services, clients must
access the TPM service functions as specified in When the TPM service functions must be accessed through
FFA_MSG_SEND_DIRECT_REQ2.

Under run-time framework version prior to FF-A v1.2, or under a later framework version when the TPM service is
addressed only by the FF-A partition ID, clients must access the TPM service functions as specified by Table 3.2.

Table 3.2: SMC template for TPM service function calls.

Re gister = Argument Value
w0 FF-A function ID. ID of FFA_MSG_SEND_DIRECT_REQ
* 0x8400006f (32-bit version)
* 0xc400006f (64-bit version)
wl Sender and receiver FF-A Bit[31:16]: client’s FF-A ID; variable, | assigned by FF-A, the client can
partition IDs. obtain | it | through FFA_ID_GET. | | Bit[15:0]: TPM service's run-time
FF-A 1ID; variable, Section 3.1 Discovery of the TPM service | describes how
it may be discovered. |
w2 Message FF-A flags. 0 — the direct message type is partition message.
w3 Not used. 0
w4 - w7 TPM service function params.  Specified by Chapter 6 TPM service function ABI.
Table 3.3: SMC response template for TPM service function calls.
Re gister = Return argument Value
w0 FF-A function status. ID of FFA_MSG_SEND_DIRECT_RESP - the message was delivered
successfully and a message response has been returned.
* 0x84000070 (32-bit version)
* 0xc4000070 (64-bit version)
wl Sender and receiver FF-A Bit[31:16]: TPM service's run-time FF-A ID. | | Bit[15:0]: client’s FF-A ID,
partition IDs. as | received in the FFA_MSG_SEND_ | _DIRECT_REQ. |
w2 Message FF-A flags. 0 — the direct message response type is partition message.
w3 Not used. 0
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Re gister = Return argument Value
w4 - w7 TPM service function status Specified by Chapter 6 TPM service function ABI.
parameters.
Table 3.4: SMC response form for delivery error or incomplete processing of FF-A direct message.
Re gist er Return parameter Values
w0 FF-A function status. * 0x84000060, that is, ID of FFA_ERROR — message has failed to
reach the TPM service; or

* 0x84000062, that is, ID of FFA_INTERRUPT — message
processing has been interrupted and must be resumed through
FFA_RUN; or

For function calls that the TPM service may pause as per function return
parameter specification in Chapter 6 TPM service function ABI.:

* since FF-A v1.2, 0x8400006c, that is, ID of FFA_YIELD —
message processing has been paused by the TPM service, and must
be resumed through FFA_RUN.

wl - w7 FF-A function status details. Available in the FF-A specification [2].

When the TPM service functions must be accessed through DIRECT_REQ2

Accessing the TPM service functions through FFA_ MSG_SEND_DIRECT_REQ?2 requires the TPM service UUID
as argument, in addition to the FF-A partition ID. The function access is still an FF-A direct message exchange as

described in the previous section.

In this TPM service addressing mode, to send an FF-A direct message that calls a TPM service function, the
client must use the SMC template specified by Table 3.5. Both the client and the service must be in the AArch64
execution mode for the SMC, in order to access the 64-bit parameter registers.

The SMC response when the FF-A message delivery fails or its processing stalls is an FF-A status of the form
shown in Table 3.4, and is specified by the FF-A specification [2].

If the FF-A message delivery succeeds, the TPM service must respond to the function call using the SMC template

specified by Table 3.6.

Table 3.5: SMC template for TPM service function calls through FFA_MSG_SEND_DIRECT_REQ2.

Register  Argument Value
w0 FF-A function ID. 0xc4000084d, that is, ID of FFA_MSG_SEND_DIRECT_REQ2.
wl Sender and receiver FF-A Bit[31:16]: client’s FF-A ID; variable, | assigned by FF-A, the client can
partition IDs. obtain | it | through FFA_ID_GET. | | Bit[15:0]: TPM service's run-time
FF-A 1ID; variable, Section 3.1 Discovery of the TPM service | describes how
it may be discovered. |
x2 TPM service UUID Lo part. The TPM service UUID fields spanning bytes O - 7 specified by RFC
4122 [5].
Bits[31:0]: 0xa462b817.
Bits[47:32]: 0x0618.
Bits[63:48]: 0xaf4f.
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Re gister  Argument Value
x3 TPM service UUID Hi part. The TPM service UUID fields spanning bytes 8 - 15 specified by RFC
4122 [5].

Bits[15:0]: 0xb386.
Bits[63:16]: 0x613835589a08.

w4 - w7 TPM service function params.  Specified by Chapter 6 TPM service function ABI.

x8 - x17 Reserved for future ABI 0
versions.

Table 3.6: SMC response template for TPM service function calls through
FFA_MSG_SEND_ DIRECT_REQ2.

Re gister = Argument Value

w0 FF-A function ID. 0xc400008e, that is, ID of FFA_MSG_SEND_DIRECT_RESP2.

wl Sender and receiver FF-A Bit[31:16]: TPM service's run-time FF-A ID. | | Bit[15:0]: client’s FF-A ID,
partition IDs. as | received in the FFA_MSG_SEND_ | _DIRECT_REQ2. |

x2 - x3 Reserved for FF-A 0
specification.

wd - w7 TPM service function status Specified by Chapter 6 TPM service function ABI.

parameters.
x8 - x17 Reserved for future ABI 0
versions.
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Chapter 4
TPM service CRB interface

This chapter specifies the address-mapped TPM service Command Response Buffer interface (TPM service CRB
interface), and the client-service behaviour required by this interface. The high-level command-response buffers
feature of the TPM service is described in Section 2.1 TPM service command-response buffers.
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4.1 CRB interface structure and general operation
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The TPM service CRB interface must be in accordance with the definition of the CRB in the TCG PTP specification
[1]. The TPM service CRB interface consists of five CRB locality interfaces CRB Locality O - 4, one for each
TPM service locality. The TCG PTP defines the structure and function of these interface.

CRB interface layout in memory

The TPM service CRB interface resides in RAM. For each locality, the TPM service must provide one CRB
structure in a fixed RAM region. For localities 0-3 the fixed RAM regions should form a contiguous region.

Firmware must fix the RAM region for each CRB structure within the platform memory map, so that the CRB
localities’ physical addresses are known ahead of run-time. This is required for the TPM service FF-A partition
and client FF-A partitions to declare access requirements to the CRB structures and for the FF-A framework to
ensure run-time access.

Firmware must ensure that the TPM service’s CRB Locality 4 is protected from untrusted software entities such as
the OS [1]. The way in which the TPM service meets this TCG requirement [1] is IMPLEMENTATION DEFINED.
Firmware implementation may, for example, leverage TrustZone memory protection by allocating the TPM
service’s CRB Locality 4 in a Secure memory region, if the TPM service is implemented in an FF-A Partition in
the Secure World.

The remainder of this section specifies the CRB locality interface structure and the particulars of CRB interface
operation in RAM.

CRB interface structure

The CRB structure must consist of all the fields defined in the TCG PTP [1]- locality control, CRB control, data
buffer. Note, the definition of Locality 4 CRB control fields is different than Localities O - 3.

Accessing the CRB interface
Clients discover and access the CRB interface as specified by Section 3.2 Accessing the TPM service CRBs.
Client interaction with the CRB interface

Clients must follow the semantics of the CRB [1] in their interaction with the fields in the CRB interface. A client’s
update of the TPM service CRB interface is detected by the TPM service only when the client invokes the FF-A
TPM Start Method — clients must invoke the start notifier function after updating the CRB interface.

When Clients make locality requests such as ‘request access’ and ‘relinquish’ the client updates the locality control
register and then invokes the start notifier function with the locality qualifier.

Service interaction with the CRB interface
The service must maintain the CRB interface state in accordance with the TPM2 CRB protocol [1].

The TPM service must not rely on the CRB interface to store internal state. The TPM service must synchronise
the CRB interface’s state to the TPM service’s internal valid state. This must restore the CRB interface from
any malicious or erroneous alterations done by previous clients, so that subsequent clients need not trust them.
This requirement is due to the TPM service CRB interface being in RAM, which can be modified without TPM
service’s knowledge.

The service should ensure that its updates to the CRB interface can be observed only in the right order by the client,
which may observe them from a different CPU.
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4.2 CRB interface operation on a DRTM event

A TPM DRTM event occurs when a client completes a DRTM sequence at CRB Locality 4, as specified by the
TCG PTP [1]. Generally, a system-wide DRTM event signifies establishment of trustworthy system state.
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4.3 The start notifier function

The TPM service must support a start function that a client can use to notify the TPM service that the client
has made a change to a field in the CRB and it is ready for processing. The start function ABI is specified in
Chapter 6 TPM service function ABI.

A start function call means that the calling client allows the TPM service to process the CRB update immediately,
within the FF-A direct message processing. However, for TPM commands the TPM service may return successfully
from the call even if the TPM operation is still in progress. The TPM service must indicate when the TPM command
processing is complete by clearing the Start bit in the TPM_CRB_CTRL_START_x register. The client must wait
for this indication before reading the TPM command response.

The client may determine when the TPM command processing completes by polling the Start bit or through an
FF-A Notification from the TPM service when the service supports it. !

Long-running synchronous command-processing within the TPM service

A start function call that returns successfully only when the TPM operation completes is said to trigger
synchronous command-processing within the TPM service.

The TPM service must not allow synchronous command-processing to consume too many CPU cycles at a time, as
that may affect the system’s responsiveness or induce an operating system panic. The TPM service may use one of
the following FF-A features to prevent synchronous command-processing from consuming too many CPU cycles
at a time:

* Interruptions by the system. The TPM service secure partition can be configured to be preemptible if it
is not necessary to run with interrupts disabled. The TPM service allows the FF-A framework to pause
the command processing directly and to yield to the relevant FF-A partition. The TPM client may receive
an FFA_INTERRUPT return status from the ‘start’ function, which requires the client to resume the TPM
service using FFA_RUN;

* Voluntary pauses. The TPM service pauses using FFA_YIELD opportunistically. The TPM client receives
the FFA_YIELD return status from the ‘start’ function and is required to resume the TPM service using
FFA_RUN. This requires the TPM service to determine when to yield. This usage of FFA_YIELD for
pausing direct message processing is specified in FF-A v1.2 or later.

This document does not make TPM service function ABI provisions to support TPM service pauses through other
methods. In particular, this document does not provide for pausing with an FF-A Managed Exit completed through
an FF-A direct message response, in a TPM service implemented in a S-EL1 FF-A partition.

I'The client notification interface is specified in Chapter 5 Client notification interface.
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This chapter specifies the client-service interface and behaviour of TPM service notifications. A high-level
description of the TPM service notifications feature is in Section 2.3 TPM service notifications.

A client notification is an FF-A Notification sent by the TPM service to a client FF-A partition [2]. Client
notification is a feature that the TPM service may optionally provide, and that clients may request when the TPM
service provides it.

A client notification represents a TPM interrupt event that occurred in connection to a client’s FF-A TPM Start
Method invocation. The TPM interrupt events are standard CRB state transitions that occur at the TPM service
CRB interface. Thus, the client notification concept corresponds to CRB interrupts as defined in the TCG PTP [1].

An example of the client notification mechanism is represented in the following figures. Figure 5.1 shows the
sequence of events and FF-A messages for client registration for TPM service notifications. Figure 5.2 shows the
sequence for receiving a notification when a TPM operation completes.
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Figure 5.1: lllustration of a Linux client and a TPM service setting up FF-A Notifications
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